The LNM Institute of Information Technology, Jaipur

TENDER NOTICE


“The LNM Institute of Information Technology, Jaipur is a Deemed-to-be-University, setup as a Non-Profit Making institute located at Gram-Rupa Ki Nangal, Post-Sumel, Via-Jamdoli, Jaipur, Pin 302031 Rajasthan, under the joint venture of Government of Rajasthan and Lakshmi & Usha Mittal Foundation.

The institute invites proposal from competent vendors for “Supply, Installation, Testing and Commissioning of Endpoint Security Solutions Subscription for 3 Years”. Bidders can submit their sealed offer/s at the following address by Speed-post/Registered Post/By-hand (but not by Courier) before 05:00 PM on 07.10.2023.

Bids shall be addressed to the undersigned and deposited in the tender box available at main gate of Institute after marking due entries.

Director
The LNM Institute of Information Technology,
Gram – Rupa Ki Nangal, Post – Sumel,
Via – Jamdoli, Jaipur- 302031
Email: directoroffice@lnmiit.ac.in

Bidders can also submit their offer/s via Email with password protected document/file at the below mentioned email IDs (E-mail must sent on both mail ID) before 05:00 PM on 07.10.2023.

The Password protected document/file to be sent to purchase officer at the email id: purchase.officer@lnmiit.ac.in and password should be sent to Chairman-PCC at the email id: chairman.pcc@lnmiit.ac.in .  

purchase.officer@lnmiit.ac.in
chairman.pcc@lnmiit.ac.in
Bid Process: 

Technical & commercial details of the offer shall be enclosed in two separate envelopes/ files, duly marked as “Technical Bid for Supply, Installation, Testing and Commissioning of Endpoint Security Solutions Subscription for 3 Years” and “Financial bid for Supply, Installation, Testing and Commissioning of Endpoint Security Solutions Subscription for 3 Years”. Both Envelopes / files shall be enclosed in a single envelope / mail bearing the heading “Bid for Supply, Installation, Testing and Commissioning of Endpoint Security Solutions Subscription for 3 Years”. Bids are liable to be rejected if any or both of the technical or commercial offers are found in open condition or required information is not found with the offer.



Technical Bid: (in separate sealed envelope/password protected file)

Bidder Eligibility criteria:
While submitting quotations, the following procedure/ formalities and conditions may kindly be adhered.
1. The relevant literature, pamphlets pertaining to the product should be sent along with the tenders / quotations.
2. Company profile or brief-note about the bidder's company, PAN number, GST number should be submitted by the Vendor.
3. List of Directors/Partners/Proprietor/Members of the Firm to be attached.
4. Detail of other associated/sister concerns ((if any) of Directors/Partners/ Proprietor/ Members) to be provided.
5. Turn over for last three years to be mention. (Copy to be enclosed)
6. List of client to whom the vendor has delivered the goods or provided the services in past.
7. Specification as mentioned below shall be provided as per the details given below:
Scope of Work:

1. Deployment and configuration of the endpoint security solution.
1. Integration with existing network infrastructure.
1. Training of IT staff for effective management and maintenance.
1. Ongoing technical support and updates.
1. The vendor should also offer, supply, and install all other associated components that may be necessary to carry out the complete job.
1. The support should be as per mentioned in the technical specification.


Technical specification: (in separate sealed envelope)

Supply, Installation, Testing and Commissioning of Endpoint Security Solutions Subscription for 3 Years
Summary:


	S.No.
	 Item Name
	 Quantity
	Make/Model /Specification
(To be filled by the supplier)

	01
	Endpoint Security Solutions Subscription for 3 Years -1400 Users
	01 Nos.
	













Specifications:

	S. No.
	Technical Specification as per Tender
	Proposed specification filled by Vendor

	















































1.
	Operating System Compatibility: 
· The solution must be compatible with Windows, macOS, Linux, and other relevant operating systems used within the organization.
Real-time Threat Detection: 
· The solution should provide real-time monitoring and detection of known and unknown threats, including malware, ransomware, phishing attempts, and zero-day vulnerabilities.
Firewall Protection: 
· Ability to monitor and control incoming and outgoing network traffic based on predetermined security rules.
Antivirus and Anti-malware Capabilities & Protection: 
· The solution should include robust antivirus and anti-malware features with regular signature updates and heuristic analysis.
· Real-time scanning for malware, viruses, and other malicious software.
Behavioral Analysis: 
· The solution should employ behavioral analysis techniques to identify and respond to suspicious activities or deviations from normal behavior.
Intrusion Prevention System (IPS): 
· The solution must have IPS capabilities to detect and prevent network attacks on endpoints.
Data Loss Prevention (DLP): 
· The solution should include DLP features to monitor and prevent unauthorized data transfers or leaks.
· Capability to monitor and prevent sensitive data from leaving the endpoint without proper authorization.
Application Whitelisting/Blacklisting: 
· It should allow administrators to define a list/specific of approved and prohibited applications.
Device Control: 
· The solution must provide the ability to control and monitor external devices (USB drives, etc.) connected to endpoints.
Patch Management: 
· It should facilitate the management and deployment of software patches and updates.
· Automated processes to ensure that operating systems and applications are up to date with the latest security patches.
Intrusion Detection and Prevention System (IDPS):
· Monitoring for suspicious activities or known attack patterns and taking action to prevent them.
Endpoint Detection and Response (EDR):
· Advanced threat detection and response capabilities for rapid incident investigation and containment.
Behavioral Analysis:
· Ability to analyze endpoint behavior to identify and respond to abnormal activities indicative of an attack.
Web Content Filtering:
· Control and monitor web browsing activities to prevent access to malicious or inappropriate content.
Email Security:
· Protection against phishing attacks, malicious attachments, and spam emails.
Encryption and Data Protection:
· Ensuring sensitive data is encrypted both in transit and at rest on the endpoint.
Security Policy Enforcement:
· Ability to enforce security policies across all endpoints to maintain consistent security posture.
Centralized Management Console:
· A unified dashboard for administrators to monitor and manage security settings, alerts, reports (Customizable reporting features to track security incidents, compliance status, and overall security posture).
Asset Management: 
· Helps to check the system information, hardware information, and software installed. You can also view the hardware changes, if any, that are made to the configuration of the systems in your network.
Logging and Auditing:
· Comprehensive logging of security events for forensic analysis and compliance reporting.
Incident Response and Remediation:
· Tools and processes to respond to security incidents, including containment, eradication, and recovery.
Compliance and Regulatory Support:
· Ensure that the solution aligns with industry-specific regulations and compliance requirements.
Scalability and Performance:
· Ability to handle a large number of endpoints without compromising performance.
Machine Learning and AI-based Threat Detection:
· Utilize advanced algorithms to identify and respond to evolving threats.
Zero Trust Security Model:
· Implement principles of least privilege and continuous verification for enhanced security.
Support: 
· 3-Years
	





Signature with seal






Commercial Bid: (in separate sealed envelope/password protected file)
Supply, Installation, Testing, and Commissioning of Endpoint Security Solutions Subscription for 3 Years with 1400 user License.

	S. No
	Particulars
	Proposed Item make/Model & Specification filled by the Vendor
	Qty.
	Amount

	1
	Endpoint Security Solutions Subscription for 3 Years -1400 Users
Specification : As mentioned in the technical bid
	
	1 Nos.
	

	2
	Installation
	
	
	

	3
	Any Other Item
	
	
	

	
	
	Total
	

	
	
	GST
	

	
	
	Grand Total
	



1. Taxes like GST shall be clearly mentioned. If nothing is mentioned, these charges shall be deemed included.
2. If the supplier does not have a particular item offered in the tender or a different make is being proposed by him, the same should be highlighted / mentioned specially by him.
3. The prices should be including all (Packing, forwarding, Transit Insurance, Transportation Loading, unloading up to 50mtr., and Installation etc.). 
4. Bid should be submitted for F.O.R delivery at the destination i.e. The LNM Institute of Information Technology, Gram – Rupa Ki Nangal, Post – Sumel, Via – Jamdoli, Jaipur- 302031
5. Bid should be valid for a minimum period of 30 days. The Change in prices shall not be accepted within the validity period.
6. The LNMIIT reserves the right to reject any quotation(s) without assigning any reasons.
7. Payment terms shall be decided mutually.
8. There should not be any conflict of interest (Declaration to be submitted by the Vendor).
9. Bid should be on company’s letterhead and should submit their bid in the LNMIIT format only
10. Item/Service not supplying by the supplier/service provide should be mention separately.
11. Vendor should provide photocopy of the cheque/cancelled cheque while presenting the Invoice to LNMIIT.

All charges applicable shall be clearly mentioned with the offer. If nothing is mentioned in the offer, the quoted price shall be treated as final and nothing extra shall be paid extra. 


Signature with seal
