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TENDER NOTICE

The LNM Institute of Information Technology, Jaipur is a Deemed-to-be-University, set up as a Non Profit Making institute engaged in imparting higher learning in Engineering, Technology and Science. We are located at Gram-Rupa Ki Nangal, Post-Sumel, Via-Jamdoli, Jaipur, Pin 302031 Rajasthan, under the joint venture of the Government of Rajasthan and Lakshmi & Usha Mittal Foundation.
The institute invites proposals from competent vendors for “System – Network Audit”. Bidders can submit their sealed offer/s at the following address by Email/Speed-Post/ Registered Post/ By-hand (but not by Courier)/ before 05:00 PM on 02.04.2024.
Bids shall be addressed to the undersigned and deposited in the tender box available at the main gate of the Institute after marking due entries.
Director
The LNM Institute of Information Technology,
Gram – Rupa Ki Nangal, Post – Sumel,
Via – Jamdoli, Jaipur- 302031
Email: directoroffice@lnmiit.ac.in

Bidders can also submit their offer/s via Email with password protected document/file at the below mentioned email IDs (E-mail must sent on both mail ID) before 05:00 PM on 02.04.2024.

The Password protected document/file to be sent to purchase officer at the email id: 
tender-document@lnmiit.ac.in and password should be sent to Chairman-PCC at the email id: tender-password@lnmiit.ac.in .  

tender-document@lnmiit.ac.in 
tender-password@lnmiit.ac.in

Bid Process:
Technical & Commercial details on the company’s letterhead, duly signed and sealed by the authorized signatory are required to be submitted in two separate envelopes/files. Both envelopes/files should be duly marked as “Technical bid for “System - Network Audit” and “Commercial Bid for “System - Network Audit” respectively. Both Envelopes shall be enclosed in a single envelope bearing the heading “Bid for “System - Network Audit”. Bids are liable to be rejected if any or both of the technical or commercial offers are found in open condition or required information is not found with the offer.
Bids can be sent via email as per the process mentioned above.

While submitting quotations, the following procedure/ formalities and conditions may kindly be adhered.
1. Company profile or brief note about the bidder's company, PAN number, and GST number should be submitted by the Vendor.
2. The List of Directors/Partners/Proprietor/Members of the Firm to be attached.
3. Detail of other associated/sister concerns (if any) of Directors/Partners/ Proprietor/ Members to be provided.
4. Turnover for the last three years to be mentioned. (Copy to be enclosed)
5. List of the client to whom the vendor has delivered the goods or provided the services in the past.
6. Specification as mentioned below, shall be provided as per the details given below:

Eligibility Criteria:
 
The intending tenderer for Conducting System- Network Audit should be Certified Auditor for the same. (Certificate) 

No Joint Venture agreement or deed will be acceptable or entertained whatsoever.
                                                                  AND
The agency/firm must submit a valid Class ‘A’ Contractor License for working by Govt. of Rajasthan /Govt. of India/State administration of the state in which the contractor is working. (Certificate)  

Infrastructure Overview:

It may be noted that this is a nonprofit making educational and research institute which ultimately has 180 faculty members and officers/staff and 2500 students. At present the total number of people (including all) are about 2680.

We have approx. 15 buildings on our campus, and all are connected through optical fibre connectivity, each building is provisioned with both LAN and wireless facility to provide internet connectivity to the users. 

For the computing facilities all faculty and staff members are facilitated with one desktop and one Laptop using windows and Linux operating systems, for students we have more than 1000 computing nodes to give them computing facilities.

In the data center we have more than 20+ servers and workstations with HPC, GPU and Storage facility.

We have video management server with more than 250 IP cameras installed in the campus for surveillance security system.

 

Scope of Work:

To provide professional services for carrying out 

The system and network audit will assess the current state of LNMIIT's IT infrastructure to ensure optimal performance, security, and compliance with industry standards and best practices. The audit will cover all aspects of the organization's system and network environment, including hardware, software, configurations, policies, and procedures.

Audit Of:

1. Network Infrastructure

· Review of network architecture, topology, and design.
· Examination of network devices, including routers, switches, firewalls, access points, and gateways.
· Analysis of network configurations, including VLANs, subnets, and routing protocols.
· Assessment of network segmentation, isolation, and traffic flow.

2. Security Controls

· Evaluation of firewall configurations, access control lists (ACLs), and security policies.
· Review of intrusion detection/prevention systems (IDS/IPS), antivirus solutions, and other security measures.
· Analysis of network security protocols, encryption methods, and authentication mechanisms.
· Assessment of physical security controls, such as access controls, surveillance cameras, and security alarms.
· Analysis of website security and associated subdomains.

3. Server Infrastructure

· Examination of server configurations, including operating systems, services, and applications.
· Analysis of server hardware specifications, including CPU, memory, storage, and network interfaces.
· Review of patch management processes, software updates, and vulnerability management practices.
· Assessment of server virtualization environments, hypervisor configurations, and virtual machine security.

4. User Access and Authentication

· Assessment of user access controls, permissions, and authentication mechanisms.
· Review of user account management processes, including account creation, modification, and deletion.
· Analysis of password policies, multi-factor authentication (MFA), and single sign-on (SSO) solutions.
· Evaluation of user activity monitoring, auditing, and logging practices.

5. Compliance and Regulatory Requirements

· Review of compliance with relevant industry standards, regulations, and guidelines (e.g., GDPR, HIPAA, PCI DSS).
· Assessment of policies, procedures, and controls to ensure adherence to regulatory requirements.
· Analysis of audit trials, documentation, and reporting mechanisms for compliance purposes.
· Identification of gaps and recommendations for achieving and maintaining compliance.

6. Documentation and Reporting

· Compilation of audit findings, analysis, and recommendations into a comprehensive audit report.
· Executive summary highlighting key findings, risks, and recommendations for management.
· Technical documentation, including network diagrams, inventory lists, and configuration details.
· Presentation of audit findings to stakeholders and management for review and discussion.

7. Audit Methodology

The audit will be conducted using a combination of manual inspection, automated tools, and industry best practices. Methods will include:

· On-site inspections and interviews with key personnel.
· Review of documentation, policies, and procedures.
· Vulnerability scanning, penetration testing, and other security assessments.
· Analysis of network traffic, logs, and configuration files.	









Commercial Bid: (in separate sealed envelope)


Bid for “System – Network Audit”

	S.No.
	Item Name/ Description
	Qty.
	UOM
	Rate
	Amount

	1
	System – Network Audit 
	1
	Job.
	
	

	2
	Website security audit including sub domains.
	1
	Job.
	
	

	Total
	

	GST
	

	Total including GST
	



1. Taxes like GST shall be clearly mentioned. If nothing is mentioned, these charges shall be deemed included.
2. If the supplier does not have a particular item offered in the tender or a different make is being proposed by him, the same should be highlighted/mentioned especially by him.
3. The prices should be including all (Packing, forwarding, Transit Insurance, Transportation Loading/unloading and Installation etc.). Loading/unloading up to 50 Mtr. shall be done by the supplier.
4. Bid should be submitted for F.O.R delivery at the destination i.e. The LNM Institute of Information Technology, Gram – Rupa Ki Nangal, Post – Sumel, Via – Jamdoli, Jaipur- 302031
5. Bid should be valid for a minimum period of 30 days. The Change in prices shall not be accepted within the validity period.
6. The LNMIIT reserves the right to reject any quotation(s) without assigning any reasons.
7. Payment terms shall be decided mutually.
8. There should not be any conflict of interest (Declaration to be submitted by the Vendor).
9. Bid should be on the company’s letterhead and should submit their bid in the LNMIIT format only
10. Item/Service not supplied by the supplier/service provider should be mentioned separately.
11. Vendor should provide a photocopy of the cheque/cancelled cheque while presenting the Invoice to LNMIIT.
12. Pre-bid meetings and pre-bid site visits can be done before quoting the rate in the tender to clear up any confusion regarding project details, the scope of work, and solicitations of documents. 

All charges applicable shall be clearly mentioned with the offer. If nothing is mentioned in the offer, the quoted price shall be treated as final, and nothing extra shall be paid extra. 

Signature with seal
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